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1 Introduction 
APM stands for Application Performance Monitoring. Flowmon APM (“APM”) is used for 
application monitoring of web applications. It works on the principle of analysis of real 
application traffic. All communication of users with the monitored application is monitored. 
Therefore, there is no need to adjust the servers, install agents, or modify the monitored 
application. APM belongs to the category of Real User Experience Monitoring. It monitors user 
experience, that is, whether the application works correctly for all users, especially in terms of 
its performance. You can easily find out how the application performs depending on the 
number of concurrently working users, what part of the application is the slowest, how the 
functioning of the application has changed after any changes in the infrastructure, whether the 
application works identically for all users, and so on. All of this is in real-time.  

A list of metrics monitored using APM is as follows: 

• APM index – a one-digit expression of application performance  
(see Chapter 3.4.1.1.1 APM index) 

• Transaction response time (average, median, percentiles) 

• Numbers of transactions by response time (up to SLA, 2nd multiple of SLA, 3rd 
multiple of SLA) 

• Total transaction count 

• Number of concurrent users 

• Number of errors (error return codes) 

• Size of data transported 

• Network transport time 

You can display aggregated metrics for the entire application, for transaction groups, or 
detailed information about each individual transaction. 

 

1.1 Supported protocols 

Currently, APM supports monitoring of these application protocols: 

• Web application, web services 

o HTTP, HTTP/2 cleartext 

o HTTPS 

• Database 

o Microsoft SQL 

o MySQL/MariaDB 

o Oracle* 

o PostgreSQL 
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APM supports monitoring IPv4 and IPv6 traffic. 

* Oracle DB is partially supported because it is proprietary protocol without publicly 
available documentation. It is highly recommended to evaluate first if Oracle DB 
monitoring capabilities fulfil your requirements in your environment. 

 

1.1.1 HTTPS Decryption 

Supported protocol versions: 

• SSL 1, 2, 3 

• TLS 1.0, 1.1, 1.2 

To make it possible to monitor and decrypt HTTPS data, the following conditions must be met: 

• A private key must be inserted in APM from the server where the encrypted 
connection is terminated. 

• Technically, only connections using the RSA algorithm for the exchange of 
encryption keys can be decrypted. A list of allowed algorithms can always be set 
up on the server. 

• Decrypting is not possible where client certificates are used for encryption. 

 

1.2 APM Architecture 

To monitor applications, APM must “see” a copy of network communication between users 
and the monitored application. This can be achieved, for example, by using a SPAN port, 
a mirror port, or by using a TAP device. 

The APM installation package comes in two versions: 

1. APM 

2. APM Probe 

APM can be installed on a Flowmon Collector or a Flowmon Probe and it includes the 
complete APM functionality, including an APM probe.  

APM Probe is a separate package used when analysis of network traffic from a remote 
location is necessary. Information about the analyzed traffic is sent from the APM Probe to 
the central APM. The APM Probe does not have a web interface and it only works in 
conjunction with APM. Probes are configured centrally using the APM web interface. The APM 
Probe is installed identically to APM and it must subsequently be configured to forward data 
to the central APM. This configuration is described in detail in Chapter 4.4 Probe configuration. 
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2 APM Installation 
APM is installed as a plugin for Flowmon using the Flowmon Configuration Center. The 
installation procedure is as follows: 

 

• Flowmon Configuration Center 
• Log in as admin 
• Make sure that the device has 

a valid Flowmon APM license, 
otherwise install it. 

• Click Versions in the left menu 
• Click Install / Update package 
• Select the update file with the 

Flowmon APM package 
• Click Upload 
• Flowmon APM will be installed 

 

After installation, we recommend setting a disk quota for APM (menu item Quotas Manager 
in the Configuration Center. You can also create an APM role and assign it to users to permit 
them to enter the APM user interface (menu item System / User settings in the Configuration 
Center). 

 

3 APM User Interface 
This chapter describes all settings and controls of the Flowmon APM web user interface. The 
description is structured according to the options in the main menu on the left. 

 

3.1 Settings 

APM monitoring is configured in this section. 

The recommended configuration process is: 

1) Probe configuration (Chapter 3.1.1) 

2) Servers configuration (Chapter 3.1.2) 

3) Application configuration (Chapter 3.1.3) 

4) Global filter setting check (Chapter 3.8.1) 

5) Groups configuration (Chapter 3.2) 

6) Notifications configuration (Chapter 3.1.5) 

7) Reports configuration (Chapter 3.7) 
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3.1.1 Probes 

You must configure what APM network interfaces can see the application traffic to be 
monitored. 

 

You can Edit or Remove an existing probe using the links on the right. You can insert a new 
probe by clicking New probe. Also, you can activate a probe using the toggle in the Active 
column. Only Active probes monitor traffic on the defined network interface and forward it for 
further processing. 

The icon in the first column of the table can be green, red, or yellow. A green icon means that 
an application server is assigned to the probe and the probe is capturing network traffic. A red 
icon is displayed for inactive probes. A yellow icon appears when the probe cannot be started 
because no active server is assigned to it. 

The following is a description of the window where the probe configuration is edited: 

 

• Name – the name of the probe. 

• Mode – Local = local probe on a Flowmon device / Remote = external probe. 

• Active – activation/deactivation of the probe. 

• TAP mode – activate if traffic is monitored by a TAP device. Two network 
interfaces are configured in this mode. 

• Interface 1 – select the network interface where you can see the network traffic 
of applications you want to monitor. 

• Interface 2 – this displays only if the TAP mode is active. 

Flowmon APM must “see” network traffic of applications (specifically, a copy of traffic) that 
are to be monitored. This can be achieved, for example, using a SPAN port/a mirror port on the 
active element (switch/router) or, for example, using a TAP device (Network TAP). In the case 
of the virtual environment, the promiscuous mode must be enabled for APM. 
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Statistical data can be displayed after clicking the green icon on an active probe. A description 
of abbreviations of the items is listed in Chapter 3.8.8.1 Probe statistical data. 

 

3.1.2 Servers 

This section describes the configuration of IP addresses, ports, and protocols of monitored 

application servers. A new server can be added using the  button icon at the top. 

 

• Name – the name of the server. 

• IP address – the IPv4 or IPv6 address of the server where the monitored 
application is running. 
You can also enter a network address in the format IP/Mask. For IPv4, the mask 
must be a number between 0 and 32 (for example, 10.10.10.10/30), and for IPv6 
a number between 0 and 64 (for example, fc00::0/60). 

• Port — the TCP port number of the monitored application (usually 80 for HTTP, 
443 for HTTPS, and 1433 for MS SQL). 

• Active – activation/deactivation of server monitoring. 

• Probe – the probes on which traffic is monitored. 

• Protocol – the monitored application protocol. 

• VLANs – if there is an 802.1q VLAN network and you want to analyze data only 
for selected VLAN networks, enter their numbers here, separated by commas. 
Example of input: 

o empty – monitoring data without VLAN tag only 

o * - monitoring data with any VLAN tag only 

o 0, * - monitoring data with or without VLAN tag 

o 123,456,789 – monitoring data with VLAN tag 123, 456, or 789 

• MPLS – if there is an MPLS network, enter the ID of the network containing the 
server traffic. MPLS cannot be combined with VLAN. 
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Warning: 

• Do not forget to set the Active field to YES both for the probe and the server. 

• The configuration of an active server cannot be changed. Before making any 
changes to a server, deactivate it (set Active to NO) and save changes by clicking 
Save. 

• Confirm the changes by clicking Save. 

 

3.1.2.1 HTTPS protocol settings 

To decrypt HTTPS traffic, you must insert the private key from the server on which the HTTPS 
connection is terminated. 

 

• SSL key – insertion of the key. The key must be in the PEM (pem, .key), DER (der), 
or PFX (pfx, .pkcs12, .p12) file format. 

• If the key is encrypted with a password, this password must be entered in the SSL 
password field, otherwise, leave this field blank. 
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• Default SNI key – The default key is used for decrypting traffic with a domain 
name, which is not in the SNI configuration below. 

• If the server supports SNI (more virtual servers on the same IP address), by 
clicking the  button you can add a certificate for the specific domain name.  
The first top key must be also inserted in this case. The first key is used for 
decrypting traffic without a domain name. As the first key, you can use one of the 
keys, which will be also inserted into one of the SNI entries. 

A simple expression (explained in chapter 3.1.4.1 Filter, section operation) can be 
used in the SNI field.  

• Confirm the changes by clicking Save. 

To decrypt HTTPS traffic, some other conditions must be met: 

• Client-side certificates must not be used for HTTPS encryption. 

• The RSA algorithm must be used for key exchange. It is not technically possible to 
decrypt traffic if DH/ECDH algorithms (Diffie-Hellman, Elliptic curves) are active. 
Algorithms can be enabled or disabled only on the server side.  

For example, for an Apache server, it is the SSLCipherSuite configuration option. 

SSLCipherSuite RSA:+HIGH:+MEDIUM:-LOW:!EXP:!NULL:!SSLv2:!DH:!ADH:!EDH 

 

3.1.3 Application 

The third step (after configuring the probes and servers) is the configuration of the 

application. A new application can be added by clicking the  button at the top. 

 

• Name – the name of the application. 

• Type – the type of the application (web application or database). Type can be set 
for new applications only. The type of existing applications cannot be changed. 

• Active – only applications with this field set to YES are monitored. 

• SLA – the optimal Application response time. Setting around 1000–2000ms is 
recommended for HTTP and around 200–1000ms is recommended for DB traffic. 

• Changes must be confirmed by clicking Save. 
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3.1.3.1 Application identification/filter 

 

This is used to configure how APM recognizes a particular application, that is, the method of 
application identification. At the same time, it is used for setting conditions (a filter) for 
application data which will be further evaluated. 

The most common type of condition used for identification is Host = www.host.cz or 
e.g. Server IP = 10.10.11.12 for IPv4, or Server IP = fc00::10:10:11:12 for 
IPv6. 

For example, if we are interested only in monitoring *.php requests, we can add another 
condition in the form URL file ext = php. 

All the specified conditions are always evaluated. If a single condition is not true, the user 
transaction is not included in further processing. 

Configuration of filters is described in detail in Chapter 3.1.4 Filter settings. 

 

3.1.3.2 Session identification 

This is usually a setting that specifies where in the data Session ID is located. If there is no 
Session ID in the monitored data, identification by using the client’s IP address is usually 
applied. At least one filter must be inserted to activate the application. 

An extraction filter is used for that, that is, a filter whose result is a value, for example, the 
above-mentioned Session ID or the client address. 

Several filters may be configured in the table. The first filter that has returned a non-empty 
value will be used for evaluation. 

Configuration of filters is described in detail in Chapter 3.1.4 Filter settings. 

An example of the configuration of getting Session ID from the Cookie parameter: 

Name Operation Value 
Cookie Simple expression jSessionID=*; 

An example of Session ID missing in the monitored data. The client IP address will be 
used instead of Session ID. 

Name Operation Value 
Client IP Simple expression * 

 



  Flowmon APM User Guide 

Copyright © 2007 - 2022 Progress Software Corporation 11 / 50 

3.1.3.3 Transaction identification 

The “Transaction identification” panel is visible only when the application type is set to the 
“web application”. Identification (naming) of database transactions (queries) is described in 
Chapter 3.9.1 Transaction in database applications. 

Use this option to set how one user operation or transaction is identified. For example, if 
every user transaction has its unique URL, identification using the “URL path” will be 
configured. Where several filters have been specified, the output of all filters separated by the 
/ character will be used as the name of the transaction. At least one filter must be inserted to 
activate the application. 

An extraction filter is used for that, i.e. a filter whose result is a value. 

Configuration of filters is described in detail in Chapter 3.1.4 Filter settings. 

An example of transaction identification based on the URL path: 

Name Operation Value 
URL Path Simple expression * 

An example of transaction identification is based on the URL path complemented by the value 
of the “action” parameter from URL parameters: 

Name Operation Value 
URL Path Simple expression * 
URL Param Simple expression action=*& 

 

3.1.3.4 User name identification 

The “User name identification” panel is visible only when the application type is set to the “web 
application”. 

If there is a username in the application traffic (for example, on the user log-in page), this 
section is used to set where this name is located in the application data. 

An extraction filter is used for that, that is, a filter whose result is a value. 

Several filters may be configured in the table. The first filter that has returned a non-empty 
value will be used for evaluation. 

Configuration of filters is described in detail in Chapter 3.1.4 Filter settings. 

An example of obtaining the username using basic authentication: 

Name Operation Value 
Basic-auth Simple expression basic:* 

To obtain the user name filled in the form, a support module must be configured which gets 
the name from the data and inserts it in the “Custom” field, for example, with the name “User”. 

Name Operation Value 
Custom / User Simple expression basic:* 

Configuration of the support module to get form data is described in Chapter 3.8.3 
Support extraction modules. 
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3.1.3.5 Subordinate applications 

Allows you to assign child applications to the parent application (for example, a Database 
application to a Web application). It will then pair the transactions from both applications. A 
new child application can be assigned by clicking Create new subordinate app. 

 

 

• Subordinate app – select child application 

• Active – activation/deactivation of transactions pairing 

To show advanced settings, click Show Advanced Settings. In Advanced Settings, you can add 
transaction filters for both applications. The filter selects transactions to be paired. Types of 
filters are described in chapter 3.1.4.1 Filter. 

For example, if the child database server communicates with multiple applications, the 
filter must be suitable for matching network traffic from a monitored web application. For 
example, you can add a filter based on the IP address of Database client. 

 

3.1.4 Filter settings 

Two types of filters are used in APM: 

• Filter – the result is that the monitored transaction meets or does not meet the 
filter conditions. It is used, for example, in setting application identification or in 
configuring a group of transactions. 

• Extraction filter – the result is a value, extracted from the monitored data. 
Individual filter rules configure what value will be the filter output. 

Filters are described in more detail in the following chapters. 
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3.1.4.1 Filter 

Filter – the result is that the monitored transaction meets or does not meet the filter 
conditions. 

 

Here is a description of fields in the Name column: 

• Common fields for all application types: 

o Server IP – the IP address of the monitored server. 

o Server Port — the TCP port on the monitored server. 

o Client IP – the IP address of the client. 

o Transaction ID – name (identification) of the transaction. 

• Custom – optional fields that are configured using supporting modules if these 
modules are active. Fields for web applications: 

o Host – the “Host” field from the request header. It is usually the hostname 
of the monitored server. 

o Cookie – the content of the cookie (cookie from the request header and 
the response header). 

o URL Path – the underlined part of the URL: 
http://www.web.com/path1/path2/file.ext?params 

o URL Param – the underlined part of the URL: 
http://www.web.com/path1/path2/file.ext?params 

o URL File ext – the underlined part of the URL: 
http://www.web.com/path1/path2/file.ext?params 

o Response code – a numerical return HTTP code. 

o X-Forwarded-For – header with the IP address of the client behind the 
proxy. 

o HTTP Method – HTTP method (POST, GET, ...). 

o Basic-auth – username from basic authentication (usually in the form 
“user:username”) 

o User-agent – identification of the browser 

• Fields for database applications: 

o Auto name – automatic name see chapter 3.9.1 Transaction in database 
applications. 

o Database – database name 



  Flowmon APM User Guide 

Copyright © 2007 - 2022 Progress Software Corporation 14 / 50 

Not all of the above-mentioned values are always displayed in the APM tables. Only the 
relevant ones are displayed. 

Operation: 

• Equals – test for equality. A format with a mask can be used for IP addresses (for 
example, 10.11.12.0/24 for IPv4, fc00::0/48 for IPv6). 

• Regular expression – a test against a regular expression. The entire field is 
tested, that is, the regular expression must describe the entire value (only a part of 
it is not sufficient). (https://en.wikipedia.org/wiki/Regular_expression) 

• Simple expression – a test against an expression where one wildcard * can be 
used which stands for a 0–n long sequence of any characters. Examples: abc*, 
*23, ab*23 

• Is in – a test for compliance against a list of values. Each value must be on 
a separate line. 

• Is in (regular expression) – an equality test against a list of regular expressions. 
Each regular expression must be on a separate line. 

• Negation – negation of the operation. 

 

3.1.4.2 Extraction filter 

The result of the extraction filter is a value extracted from the monitored data. 

 

The meaning of fields in the Name column is the same as for the previous filter (see the 
previous chapter). 

Operation: 

• Simple expression – an expression where one wildcard * can be used. See the 
examples below. 

• Regular expression – the output part of the value must be enclosed in 
parentheses. See the examples below. 

Examples of extraction filter settings – a simple expression: 

Input Expression Result 
xy;abcd=123;efg * xy;abcd=123;efg 
xy;abcd=123;efg abcd=*; 123 
egf;xy;abcd=123 abcd=*; 123 
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Examples of extraction filter settings – a regular expression: 

• User names in the Cookie parameter are in the following format: 
abcd;user=John;efgh, or aaaa;uid=James;bbbb 
A regexp which will return the name: ^.*(?:user|uid)=([^;]*);.*$ 

For more information see for example: 
https://en.wikipedia.org/wiki/Regular_expression 

Extraction rules can be sorted by using this button . The extracted value is then created as 
a concatenation of results from all extraction rules in the given order.  

 

3.1.4.3 Advanced 

After clicking the Advanced link in the filtration table row, a popup window for entering filters 
opens.  

 

On the left, there are filter parameters that are configured the same way as described in the 
preceding chapters. On the right there is a list of the last 20 values that have been recorded 
for the selected field on all probes, regardless of the application configuration. The values in 
the list can be further filtered by the host by selecting an item in the Host list. After clicking an 
item in the list, its values are entered in the Value field on the left. You can also select multiple  
values using the Shift and Ctrl keys on your keyboard. After clicking Set, the values from the 
fields are copied to the respective row of the filtration table. The configuration must be 
confirmed by clicking Save filters. 

 

3.1.5 Notifications 

The configuration of notifications contains two parts: 

• Action profiles – configuration of actions that can be assigned to notifications. 

• Notifications – configuration of notification conditions. 

 



  Flowmon APM User Guide 

Copyright © 2007 - 2022 Progress Software Corporation 16 / 50 

3.1.5.1 Notifications 

A new notification can be added using the New notification button. In the notification table 
next to each notification, there is an Edit link to edit the notification and a Remove link to 
remove it. The first column of the table titled Active also contains toggles to 
activate/deactivate the respective notifications. 

Description of notification editing: 

 

• Name – the name of the notification. 

• Metric – the monitored metric. 

• Min. transaction count – the minimum number of all transactions that must take 
place in the defined time frame for the notification to be activated. 

Threshold – the threshold value for the set metric 
 

metric unit 

APM index real number ( 0.0 – 100.0 ) 

Application response time 95% milliseconds 

Application response time 99% milliseconds 

Avg. app. response time milliseconds 

Median of app. response time milliseconds 

Error count count 

Parallel users count count 

Total amount of data bytes 
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Total transaction count count 

Avg. network transport time milliseconds 

Max. network transport time milliseconds 

 

• Time frame – the period for which the selected metric is evaluated. 

• Repeat – the setting of notification repetition. 

o Every event – every time the threshold of the set metric is exceeded, an 
event is triggered.  

o After clearing – a new event occurs only if the previous event instance was 
marked as “cleared”. See Chapter 3.6 Alerts. 

o After X hours – repetition of an event after a specified number of hours 
after the previous event occurrence. 

• Suppress from/to – suppress notification for a certain time interval 

• Actions profile - setting of notification actions; see Chapter 3.1.5.2 Action 
profiles. 

• New profile – creating of a new action profile. 

• Update profile – editing of the selected action profile. 

• Store – setting whether to save events in Alerts; see Chapter 3.6 Alerts. 

• Valid for – selection of applications or groups for which the notification will be 
evaluated. 

• Save – saving changes to the form. 

An example of notification configuration if there is a drop in a 5-minute APM index under the 
value of 95. 

Name APM under 95 
Metric APM index 
Min. transaction count 10 

(Notification will only be active if there were at least 10 transactions 
over the last 5 minutes.) 

Threshold 95 
Time frame 5 minutes 
Repeat after 1 hour 

(notifications will be sent max. once an hour) 
Save YES 

(notifications will be recorded in Alerts) 
Valid for all applications 
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3.1.5.2 Action profiles 

Actions, that will occur when notification conditions are met can be configured here. A new 
action profile can be added using the New profile button. In the action profiles table next to 
each profile, there is an Edit link to edit the profile and a Remove link to remove it. 

After clicking New profile, fill in the profile name and then use the New action button for 
adding new actions. 

Supported actions are: 

• Email 

• System log 

• Script 

• SNMP 

• HTTP request 

 

3.1.5.2.1 Email 

 

• Recipients – a list of recipients’ email addresses separated by commas. 

• Text – text of the notification. If the use default box is selected, you do not need 
to enter any text and the predefined notification text is used. 

• Subject – the subject of the notification email. If the use default box is selected, 
you do not need to enter any text and the predefined text is used. 

In the notification text, you can use macros that are replaced by a specific value if an event 
occurs. 

List of macros: 

Macro Will be replaced by 
$NAME Notification name 
$PERIOD Beginning of the period for which the threshold has been 

exceeded 
$TIME Time the event occurred 
$VALUE The current value of the monitored metrics 
$APP Name of the application 
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$GROUP Name of the group of transactions 
$COND Condition (metric + threshold) 
$TFRAME Time frame set in the notification 
$ID Event ID 

 

3.1.5.2.2 System log 

Recording of the event in the Syslog local log. 

• Facility – syslog facility. 

• Priority – syslog priority - event priority. 

• Text – event text. Macros referred to in the previous Chapter 3.1.5.2.1 Email can 
be used in the text. 

 

3.1.5.2.3 Script 

A system script is called at an event occurrence. 

• Full path – path to the script on the APM server. 

• Parameters – parameters of script call. The macros described above in Chapter 
3.1.5.2.1 Email can be used here. 

A script must be recorded on Flowmon, for example, using SCP (SSH). The recommended 
location for the script is the home directory of the flowmon user (/home/flowmon). The script 
must have (chmod +x script) for the flowmon user. 

 

3.1.5.2.4 SNMP 

An SNMP trap is invoked at an event occurrence. 

• SNMP version – version selection: v2c or v3 

• SNMP parameters – parameters of the SNMP trap command. 
For example: -c public 200.200.200.200 '' 

• SNMP OIDs 
For example: $PERIOD $TFRAME $VALUE $COND $TIME $GROUP $APP $ID 
$NAME 

The MIB file can be downloaded by clicking on the  icon. 

 

3.1.5.2.5 HTTP request 

An HTTP request is called at an event occurrence. 

• URL – URL or IP address of an HTTP request 

• Method – HTTP method (GET or POST) 
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• URL parameters – parameters of the URL formatted as 
name1=value1&name2=value2 . The macros described above in Chapter 3.1.5.2.1 
Email can be used here. 

Example: name=$NAME&app=$APP&value=$VALUE 

 

3.2 Groups 

These groups allow the monitoring of metrics only for a selected subset of transactions. 
Groups can be organized into tree structures.  

In a group, transactions can be manually sorted into a tree structure. A group can be defined 
using filter rules. You can create groups, for example, for: 

• PHP files only 

• Clients in the local network or a particular branch only 

• A group of users or important selected transactions 

You can switch between applications using the tabs at the top. Several sets of groups 
(root groups) can be created for every application. 

Groups box: 

 

• Root groups – selection of the root group. 

• New root group button – used to create a new group tree. 

• New root group as a copy button – used to create a new group tree by copying an 
existing tree from the currently selected or another application. 

• New group button – used to create a new subordinate group under the currently 

selected group in the tree above. The  button in the group tree has the same 
effect. 

After clicking a particular group, you can modify its parameters in the boxes on the right: 
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• Name – the name of the group. 

• Active – activation of group monitoring. Only active groups are monitored. 

Advanced group settings are described in Chapter 3.8.4 Groups – Advanced settings. 

 In other parts of the page, you can configure that transactions are to be selected by filters 
(3.2.1 Selection of transaction using filters) or by including particular transactions 
(3.2.2 Selection from a list of transactions). 

 
3.2.1 Selection of transaction using filters 

Set a filter that will decide what transactions belong to the selected group. Filters are 
described in detail in Chapter 3.1.4.1 Filter. 

The transaction is assigned to a given group only when all filtering rules are matching it. 

 

 

3.2.2 Selection from a list of transactions 

At the bottom of the group page, there is a collapsible Transaction panel. After expanding 
(clicking the button) you can define a group in it by including particular transactions in this 
group. This section contains two panels. 

The Classified transactions panel: 

 

Editing is possible only for inactive groups, that is, the Active field in the Group settings panel 
must be set to NO. 
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The table displays a list of transactions that belong to the selected group. Transactions can 
be selected and removed from the group using the Remove selected button. 

On the right (next to the classified transactions) there is the Unclassified transactions panel. 
It displays a list of all the transactions that have not yet been included in any group. 
Transactions can be filtered by name or time. 

 

 

 

• Filter – filtering by typing part of the name of the transaction (Transaction ID), or 
by using a regular expression after selecting the regular expression field. 

• First seen / Last seen – filtering by the time frame of transaction instance. 

• Reset filter – cancel the configured filter. 

• Search – search of transactions based on the configured filter. 

• Classify selected transactions – assigns particular specified transactions to the 
group. 

• Classify specified filter – includes the filter itself in the group, that is, all 
transactions matching the filter will be included in the group automatically. 

After finalizing the changes, do not forget to activate the group if necessary, that is, set the 
Active field in the Group settings panel to YES and confirm by clicking Save. 

 
3.2.3 Backward statistics recalculation 

Statistics of a group of transactions are generated from the creation time of the group and its 
activation time. Backward statistics recalculation allows the calculation of available past 
instances of transactions. 

The backward statistics recalculation dialog is displayed after clicking Recalculate statistics. 
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• group list (upper left) – select a group for transaction recalculation 

• recalculation status (upper right) – the current state of recalculation 

• Recalculation type 

o All – recalculate stats for all transactions 

o Old – recalculate stats for transactions before the group was created 

o Custom – recalculate stats for a selected time interval 

• Postpone recalculation – postpone recalculation to the entered time 

o format: HH:MM 

• Start date – start day of transactions for recalculation (format: YYYY-MM-DD) 

• End data – end day of transactions for recalculation (format: YYYY-MM-DD) 

• Recalculate – start or postpone recalculation to the entered time 

• Abort – cancel the recalculation 
 

3.3 SLA 

The default application response time SLA is applied for all transactions as it is set in Settings 
/ Application (Chapter 3.1.3 Application). You can override the SLA for the selected 
transaction by selecting SLA in the menu on the left. 

You can switch between applications using the tabs at the top. 

Groups box: 
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• New group button – creates a new SLA group. 

 
After clicking a particular group, you can modify its parameters in the boxes on the right: 

 

• Name – the name of the group. 

• Active – activation of the SLA group. 

• SLA – the value of SLA for the group above, in milliseconds. 

In other parts of the page, you can configure that transactions are to be selected by filters 
(3.2.1 Selection of transaction using filters) or by including particular transactions 
(3.2.2 Selection from a list of transactions). 

The transaction is assigned to a given SLA group only when all filtering rules are matching it. 

SLA groups also can be sorted by this button . The SLA of the first group in order will be 
used for the transaction which belongs to more SLA groups. 

SLA filters can also be copied from the group for analysis by clicking Copy filters from another 
group. Then select the required group and confirm copying by clicking Copy. 

 

3.4 Analysis 

This section allows you to view the monitoring results for individual applications and 
transaction groups. Select an application by clicking the tab with the name of the application 
at the top. 

You can find a description of the displayed results and the controls in chapter 3.4.1 Monitoring 
results 

A tree of configured transaction groups is displayed for each application in the top panel 
Analysis, the tree root is the application itself. The initial view displays monitoring results for 
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the entire application. You can display results for a particular group only by selecting this group 
from the tree.  

If the Show inactive groups toggle is not active, only groups with the Active field set to Yes 
are visible. 

 

The configuration of transaction groups for individual applications is described in Chapter 
3.2 Groups. 

 
3.4.1 Monitoring results 

After selecting an application or a group in the Analysis menu, the results of monitoring are 
displayed. The chapters below describe the displayed charts, tables, and controls of the 
displayed components. 

The time frame for which you want to see the monitoring results is selected in the Analysis 
panel. 

 

 

Expand the panel by clicking on it or the arrow in the middle: 

 

You can select the required time frame on the right. 
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You can select a specific time frame or view the results for the last hour, 6 hours, 12 hours, 1 
day, 3 days, and so on.  

Confirm the selection of the time interval by clicking Search. 

The meaning of the displayed APM Index number is described in Chapter 3.4.1.1.1 APM index. 

You can also use the  button to update the time frame (this makes sense in particular 
when we are monitoring data for the last hour,for example). You can also find a miniature form 
of this button in all charts and tables; it has the same functionality. 

 
3.4.1.1 Charts 

A time frame can be selected by mouse in any chart: 

 

The selected frame is displayed in gray. After clicking the magnifying glass icon with the + 
sign, the time frame in the upper panel is automatically set to the selected interval. The new 
time frame is automatically applied to all other charts and tables.  

 

After hovering over the bottom right corner, you can activate the Logarithmic axis or activate 
a Stacked chart, where the data series in the chart are stacked on each other. The stacked 
chart mode is only supported in charts where such stacking is meaningful (for example, in 
a transaction count chart).  
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A description of the charts follows. 

3.4.1.1.1 APM index 

 

The blue area of the chart corresponds to the current APM index value, which ranges between 
0 and 100. The red line shows the transaction count per minute at a given time. 

APM index is a number 0–100: 

• If the application response time for all transactions is less than the SLA, then the 
APM index = 100. 

• If the application response time for all transactions was longer than four times 
the specified SLA, then the APM index = 0. 

It is therefore a simple universal metric for expressing the overall performance of the 
application with a number between 0 and 100. 

The specific formula to calculate the APM index is: 

 

• L1 = count of transactions with application response time lower than the SLA 
• L2 = count of transactions with an application response time between the SLA 

and 2nd multiple of the SLA 
• L3 = count of transactions with application response time between 2nd and 3rd 

multiple of the SLA 
• L4 = count of transactions with application response time between 3rd and 4th 

multiple of the SLA 
• CNT = total transaction count 

Counts of transactions at levels L1–L3 can be also seen in chart 3.4.1.1.4 Transaction count. 
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3.4.1.1.2 Application response time 

 

This chart displays statistical values of the application response time: 

• Avg. – average application response time. 

• Median – median application response time. 

• Percentile 99% – the maximum application response time if we ignore 1% of the 
slowest transactions. 

• Percentile 95% – the maximum application response time if we ignore 5% of the 
slowest transactions. 

3.4.1.1.3 Number of concurrent users 

The chart shows the total number of users working in parallel (concurrently). 

(The method of calculation depends on the settings of the identification of user session 
(session id), which is described in Chapter 3.1.3.2 Session identification).  
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3.4.1.1.4 Transaction count 

 

The chart displays a color-coded transaction count, structured by application response time. 

3.4.1.1.5 Error count/error codes 

 
 

 

These charts display the counts of error return HTTP codes. 
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The table of transaction occurrences can be filtered by error codes (see 3.4.1.2.2 Transaction 
instances table). When you click a slice in the pie chart, the context menu opens. When you 
click Filter this error code in table, only occurrences with the respective error code will display 
in the table of transaction occurrences. 

 

 

3.4.1.1.6 Transport size and network transport time 

 

• Network transport time – the average time for which transactions were 
transferred over the network. 

• Transport size sum – the sum of sizes of all transactions. 
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3.4.1.2 Tables 

3.4.1.2.1 Transactions table 

 

The table displays a list of transactions. For example, if transaction = URL, the table displays 
a list of all URLs that were monitored in the selected interval and the selected 
application/group. Each transaction is listed in this table only once. Statistical data is 
displayed in each column.  

Additional columns can be displayed using the Show/hide columns button.  

 

If you click Save composition, the table will save currently visible columns and sort is as its 
default composition. 

Click the transaction name to display a pop-up window with transaction details. 

 

Also in this field, you can click a particular field to display its value in a separate window 
(convenient for viewing and copying long values). 

If you click the chart icon in the first column, a new tab opens with results only for this single 
transaction. If the application has assigned subordinated applications, paired transactions are 
also displayed (see chapter 3.4.1.2.6 Paired transactions). 
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If the application has configured subordinate applications, paired transactions from the child 
applications are also displayed. 

You can sort the table data by clicking the column headers. You can also search the table using 
the Set filter button. 

 

First, select the field by which you want to filter (search) the table and confirm it with the Add 
filter button. 

The = or ~ operators can be selected for text fields. 

• = – a test for a full match (all items that fully match the searched expression are 
found). 

• ~ – a test for a partial match (all items that include the searched expression in any 
place are found). 

Confirm or cancel the filter using the Search or the Reset filter buttons. 

Another possibility to filter data in a table by a certain value is the context menu. The context 
menu is opened by right-clicking a cell in the table. There are several options in the menu: Filter 
same values (=), Filter different values (!=), Filter lower values (<), Filter greater values (>), 
and Filter similar values (~). You can find a detailed description of these operators earlier in 
this chapter. These options are displayed based on the type of column. If an option is selected, 
the respective column filters the selected value.  

       ¨ 

Show transaction’s instances shows instances of selected transactions in the lower Instances 
of transactions table. 

 

3.4.1.2.2 Transaction instances table 
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The table displays the history of all user transactions for a selected application or group for 
the selected time frame. 

Additional columns can be displayed using the Show/hide columns button.  

 

If you click Save composition, the table will save currently visible columns and sorting as its 
default composition. 

You can sort the table data by clicking the column headers. You can also search the table using 
the Set filter button. A format with a mask can also be used in the filter for IP addresses (for 
example, 192.168.100.0/24 for IPv4 or fc00::0/48 for IPv6). 

After clicking on the graph icon, a new tab opens with the details for this type of transaction. 

After clicking the transaction row in the table, a new tab opens with the detail of the selected 
occurrence of the transaction: 

 

You can click on a specific field to show the whole value in a separated window (useful for 
viewing and copying long values). If the application has assigned subordinated applications, 
paired transactions are also displayed, see chapter 3.4.1.2.6 Paired transactions. 

 

3.4.1.2.3 Sort by columns 

You can sort data by one or more columns. By clicking the arrow in the column header you sort 
the data in one order, by clicking again in the opposite order. If you want to sort data by another 
column, click the arrow in the column header while holding the SHIFT key. 

 

3.4.1.2.4 Save filters 

You can save the filtering and sorting configuration for a table can for later. If filtering is 
configured using the window described in Chapter 3.4.1.2.1 Transactions table, such filtering 
can be subsequently saved using the Save filter button. A filter can be saved under the default 
generated name or a custom name. If the name of an existing filter is used, this filter will be 
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overwritten. Filters are saved separately for the transactions table and the transaction 
instances table. 

 

 

A saved filter can be applied by selecting it from the list which appears after hovering over the 
Select filter button. Saved filters can be removed by clicking the removal icon in the displayed 
list. 

 

3.4.1.2.5 CSV export 

Both tables can be exported to CSV format (for Microsoft Excel) by clicking Export CSV.  

The following dialog appears: 

 

The Delimiter field contains the character used to separate CSV columns. A semicolon is 
suitable in most cases. If the Add heading toggle is set to YES, a special first row will be added 
to the CSV containing column titles. If you set Add only visible columns to YES, hidden 
columns will not be added to the CSV (hidden columns can be set on the right above the table 
using the Show/hide columns button). The All records toggle allows you to export all records 
from the table for the selected period; however, if you select this option, the export can take 
up to several minutes. Otherwise, a limited number of records will be exported (the Number of 
records). Click Export and wait until the CSV file downloads. Alternatively, you can cancel the 
export by clicking Cancel. 
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3.4.1.2.6 Paired transactions table 

 

 

The table displays child transactions paired with selected parent transactions. The Hit rate 
column indicates the percentage of occurrence of the child transaction during the parent 
transaction. It is the average number computed from the last few days’ statistics. Hit rate 100 
means: whenever the parent transaction occurs, there is 1x the child transaction. 

3.5 Dashboard 

Dashboards have been moved to the Flowmon Dashboard and Report module. 

Documentation for these dashboards can be found in the Flowmon documentation in the 
section: Flowmon Dashboard and Reports > Dashboard. 

 

3.6 Alerts 

This displays the history of events based on configured notifications. Notification 
configuration is described in Chapter 3.1.5 Notifications. 

Applications can be selected using the tabs at the top. The list of events can then be filtered 
based on whether their Cleared column is set to YES or NO. It can be also filtered by the 
Notification name or the time when the Event occurred. 
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You can remove the selected events using the Remove selected button. Alternatively, you can 
delete all events using the Remove all button. 

 

3.7 Reports 

Reports have been moved to the Flowmon Dashboard and Report module. 

You can find the documentation for these reports in the Flowmon documentation section: 
Flowmon Dashboard and Reports > Reports. 

 

3.8 Advanced settings 

This chapter describes APM’s advanced settings. Changes to the settings below are only 
required in certain specific cases. Improper handling can lead to APM not monitoring properly. 
Some of the settings significantly affect the overall APM server load. Changes should only be 
made by a professional. 

 

3.8.1 Settings – global filters 

These settings are available in the menu in Settings / Advanced / Global filters. A common 
filter for all applications is configured here. By default, it is set to ignore requests for static 
objects such as images, CSS styles, and so on. Usually, it is necessary to monitor user 
application transactions and there is therefore no need to monitor queries for static objects. 
Also, the 404 error code is ignored by default, which means that the client requested a non-
existent page. From the perspective of APM, we are usually interested in monitoring existing 
pages and it is not beneficial to include all accesses in the statistics, including those to non-
existent pages. 

Settings can be modified using the Edit filters button. You can find a description of filters in 
Chapter 3.1.4.1 Filter. 

 

3.8.2 Settings – Advanced settings 

This is a description of some selected configuration parameters available in the menu under 
Settings / Advanced / Advanced settings. Please do not change other parameters. If you need 
to, consult with the Progress Support team first. 

Global settings: 

Parameter Description 
mailBody The default form of the email notification body. 
mailSubj The default subject of the email notification. 
reportMailBody The default form of the report email body. 
reportMailSubj The default form of the report email subject. 
minRawDataPercent The percentage of the total disk quota the transaction instances’ 

memory will occupy 
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Engine settings: 

Parameter Description 
defaultSessionTimeout The number of minutes of inactivity before one monitored user is 

considered inactive 
allowDynamicGroups Globally enables/disables monitoring of dynamic groups. Also 

(depending on this setting) the menu item for the analysis of 
dynamic groups is displayed. 

BFSend settings: 

Parameter Description 
maxTinst The maximum number of transaction instances that will be 

loaded in a table of transactions. If there are more transactions in 
a selected time frame, text information will appear instead of 
a table informing that the time frame must be shortened to be 
able to view transaction occurrences. 

 

Use the Restore default settings button to restore the configuration in the table to the values 
after APM installation. 

 

3.8.3 Support extraction modules 

Support extraction modules are used to obtain additional data from headers of requests and 
responses, from the data content, from SQL queries, or (for example) from forms. The obtained 
data can then be used in filters in configuring an application, a group of transactions, and so 
on. 

An example of typical use is username extraction from the login form. The extracted name can 
then be set in the Username identification panel in the application configuration. 

You can insert a new extractor module configuration using the + button at the top. 

 

• Name – the name of the extractor. 

• Active – activation of the extractor. An active extractor cannot be edited. Before 
editing, set Active to NO and save the configuration. For activation set the field to 
YES. 

• Type – the setting which the data will be extracted from. 
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o Form decoder – extraction of data from forms. 

o HTTP content – extraction of data from the contents of queries and 
responses. 

o HTTP header – extraction of data from headers. 

o HTTP error – detection of error pages  

o SQL query – extraction of data from SQL queries 

• Custom field number – a total of five fields can be used to save extracted results 
from. Use this option to configure to which of these fields to extract the value 
from. 

• Custom field name – use this option to configure the field name, which is a name 
used for field identification later in the configuration. 

• All servers — whether the extractor is to be active for all monitored servers, or 
only for some. 

• Operation – the type of operation applied to the resulting value (a regular or 
simple expression, see 3.1.4.2 Extraction filter). 

• Value – an expression applied to the resulting value. 

Specific cases of use of the Operation and Value fields are described in other chapters. 

To save a new extractor, you must set up a filter to determine what data the extractor is to be 
used for. Filters are edited using the Edit filters button. 

It is also possible to configure translations of extracted values. This means that an extracted 
value will be replaced by a translated value based on the specified rules. 

 

3.8.3.1 Form decoder 

The form decoder saves all text fields from submitted forms to a specified custom field. 

The custom field format is: 

name1 = value1 

name2 = value2 

etc. 

• Name – the name of the field in the form 

• Value – the entered value 

Example: 

• Operation: simple expression 

• Value: email=* 

• Results: jane@doe.com, john@brown.com, and so on. 
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3.8.3.2 HTTP content 

The result of extraction is saved to the custom field using a regular expression or a simple 
expression stated in the Value field. For example: 

• Operation: simple expression 

• Value: <h1 id="section">*</h1> 

• Results: About us, Contact, Products, and so on. 

If extraction is used with a regular expression, the ^ matches the beginning of the HTTP 
content, and the $ character matches the end of the HTTP content, so it is not the beginning 
and end of the individual lines. 

 

3.8.3.3 HTTP header 

The value from the header of the request or response is saved in the custom field based on 
the configured Header field name. Also, the expression in the Value field is applied to this 
value. For example: 

• Header field: Cookie 

• Operation: simple expression 

• Value: username=*; 

• Results: george, jack, michael, and so on. 

 

3.8.3.4 HTTP error 

The result of the extraction is saved to the custom field using a regular expression or a simple 
expression stated in the Value field. If the extraction result is not empty, then the page is 
handled as an Error page. For example: 

• Operation: simple expression 

• Value: <h1 id="error">*</h1> 

• Results: Item not found, … 

The result can be text or a number. If the result is numeric, activate the Numeric value field. 

 

3.8.3.5 SQL query 

The result of extraction from a complete SQL query is saved into the custom field using 
a regular expression or a simple expression stated in the Value field. 
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3.8.4 Groups – Advanced settings 

• Scope childs – used to include data from sub-groups in statistics. See the 
example below. 

Example: We have a group “Main files”, which does not include any transactions but includes 
two subgroups (“PHP” with *.php files and “ASP” with *.aspx files). If you want to calculate 
aggregate metrics for PHP and ASP in the “Main files” group, turn on the Scope child option in 
this parent group. Otherwise, aggregate metrics will not be calculated at the level of the “Main 
files” group, they will only be calculated for subgroups. 

• Transaction stats optimalization – use this option to configure whether special 
metrics are to be counted within a group (NO setting) or whether already counted 
metrics that are counted at the application level should be used (YES setting). See 
the example below. 

Example: We have groups configured as in the example above. If a transaction (for example, 
index.php) always belongs or always does not belong to a specific group, statistics are 
suitable for this transaction (index.php) whether we look at them at the application level or 
within the group. In this case, set Transaction stats optimalization to YES. However, if you 
create a group only for local IP addresses (192.168.0.0/16), then transactions (for example, 
index.php) sometimes belong to the group (if performed from a local IP) and sometimes they 
do not (from an external IP). In this case, it is necessary to calculate statistics for transactions 
separately at the application level and the group level, therefore set Transaction stats 
optimalization to NO. 

 

3.8.5 Transaction aggregation 

This is used if you want to merge similar transactions into one. 

For example, if transactions are identified by URL (name of the transaction = URL path) and 
you see the following URLs in the application: “/products/1234”, “/products/3210”, 
“/products/9876”, it is better to merge these transactions into one. 

 

You can do this by selecting an application in the tab control and by adding appropriate 
aggregation rule. Rules can be edited after clicking Edit aggregations. Use the Create 
aggregation button to insert a new empty rule.  
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Using this button  aggregation rules can be sorted. If the transaction complies with 
more aggregation rules, then the topmost rule in the table will be used. 

There are two types of operations in the table: 

Simple expression: 

If the beginning of the transaction name starts with text in the rule, then the transaction is 
renamed to the value described by the rule. Wildcard * can be used 1x in the rule. See the 
following examples. 

Examples: 

Transaction Rule Result 

/products/1234 
/products/4567 
/products 
… 

/products /products 

/section1/people-2254 
/section1/people-5841 
/section2/people-4456 
/section3/people-9853 
… 

/section*/people /section1/people 
/section2/people 
/section3/people 

/pre/products/123 /products /pre/products/123 
(rule does not match the beginning of the 
transaction, so the original transaction name 
will be used) 

 

Regular expression 

Extraction regular expressions can be applied to the transaction name. The resulting value in 
the regular expression must be enclosed in the parenthesis. If there is no match with the 
regular expression, the original transaction name is used. See the following examples. 

Examples: 

Transaction Rule Result 

/products/1234 
/products/4567 
/products 
… 

(/products)/[0-9]* /products 

/section1/people-2254 
/section1/people-5841 
/section2/people-4456 
/section3/people-9853 

(/section)[0-9]*(/people)-[0-
9]* 

/section/people 

/pre/products/123 (/products) /products 
/aaa/bbb (/ccc) /aaa/bbb 
/section1/people2/name3 ^(/[^/]*/[^/]*/).*$ /section1/people2 
/section1/people2/name4 /section1/people2 
/section2/people2/name5 /section2/people2 
/section4/a1/b2/c3/d4/e5 /section4/a1 
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Aggregation is applied to the newly processed transaction; the old transactions remain without 
change. 

For an aggregation of the old transactions, click Run backward aggregations: 

 

• Select aggregations – selection of the aggregate rules. 

• Delayed start – late start at a specified time. 

• Start at – the backward aggregation will be scheduled at the specified time if a 
Delayed start is active. 

• Run – start or schedule the backward aggregation. Processes can run from 
seconds to several hours, depending on the number of transactions. Backward 
aggregations for large databases are recommended over the weekend. 

• Stop – cancel running the backward aggregation. 

 

Recommended aggregations 

For ease of setting aggregation rules, you can use the Recommended aggregation. Set the 
Limit to reduce the maximum count of recommended aggregations. The recommended 
aggregation rule will aggregate at least the Min. transaction count number of transactions. To 
view the recommended aggregation click Search. 

 

3.8.6 Diagnostics 

Diagnostics for advanced users contain four parts: 

System 

Informs you if APM service (daemon) is running. You can use the Start, Stop, and Restart 
buttons to restart the service. 

The Get more information button shows advanced information about system load, operating 
memory, and free disk space. 

License 

Contains information about the Flowmon APM module license. 

TCP dump 
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It is possible to check if the selected network interface contains network traffic for the selected 
server. 

Logs 

This panel can be used for viewing internal Flowmon APM log files. 

 

3.8.7 Browser extension 

In this section, you can find current information and install links for the Flowmon APM browser 
add-ons. At the moment only Google Chrome is supported. A detailed description of this 
extension can be found in chapter 5 Google Chrome extension. 

 

3.8.8 Other 

3.8.8.1 Probe statistical data 

Statistics of the sniffer component: 
• q_len – the total number of packets waiting in the queue to be processed. 
• q_sortedLen – the total number of sorted packets waiting in the queue to be 

processed. 
• q_fullCnt – the number of queue overruns. 
• q_maxLen* – the maximum number of packets in the queue. 
• p_ps_total – the number of packets per second. 
• p_ps_size – the size in Mbps per second. 
• p_pm_dup – the percentage of duplicate packets to the total number of packets 

per minute. 
• p_fragmented – the number of fragmented packets. 
• p_badIP / p_badTCP – the number of invalid TCP/IP packets. 
• p_drop / p_dropIf – the number of dropped packets. 
• st_open – the number of open TCP/IP sessions. 
• timeouts 

o count of TCP sessions waiting for open 
o count of TCP sessions waiting for incoming data 
o count of TCP sessions waiting for missing data 
o count of TCP sessions waiting for close 

 
Statistics of the parser component: 

• tIn / tOut – the number of requests at the input/output. 
• tpmIn / tpmOut – the number of requests per minute at the input/output. 
• bad / badpm – the number of invalid requests – total / per minute. 
• open / close – the number of open / closed sessions. 
• check – the result of open – close. 
• workerStreams – the number of open sessions. 
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The counts “per minute” are only visible at least 1 minute after activation of the probe or the 
server. If there is no traffic on the probe, the counts per minute are not set to zero – the last 
calculated values remain displayed. 

3.9 Additional information 

3.9.1 Transaction in database applications 

A monitored transaction represents one database query and the corresponding response. 
Every transaction includes the identification (name) of the transaction and the database query. 

Identification (name) of a transaction is generated automatically for database queries 
according to the following table: 

Beginning of the SQL 
query 

Transaction identification 

SELECT 
DELETE 
FETCH 

+ “FROM” followed by a list of tables to which the query relates. 

BULK + 3 following words. 
EXEC 
INSERT without INTO 

+ 1 following word. 

BEGIN TRAN 
ROLLBACK TRAN 

Nothing else is added after the transaction name. 

Other The first 3 words. 
 

The SQL query field in the table of transaction instances includes the entire SQL query if the 
query is shorter than the maximum length. The maximum length of an SQL query is set by 
default to 2,000 characters. The maximum length can be edited under Settings > Advanced > 
Advanced settings > Parser settings panel > MaxSQLLen field. 

If an SQL query is not saved in its entirety, that is, its length is greater than the maximum one, 
an ellipsis is added at the end of the saved query. In “SELECT”, “DELETE”, and “FETCH” queries 
the ellipsis can also be followed by “//FROM” followed by a list of tables that appear in the 
unsaved part of the query. 
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4 Flowmon Configuration Center 
A part of APM configuration is also found in the Flowmon Configuration Center, which you can 
switch to using the toolbar at the top of the page. 

 

 

4.1 Managing user access 

To manage user access, in the FCC menu, select System and then the User config tab. At the 
top, there is a table of users and at the bottom a table of roles. User permissions are defined 
based on the user’s rules. One role may be assigned to several users. 

 

4.1.1 Create a role 

Click Add new role. A form displays where you can fill in the field name and description. You 
can also directly choose users to whom the new role is to be assigned. If you are creating 
a role for Flowmon APM, you must check the Flowmon APM box in the Plugins field. 

 

An APM-specific role is configured in the APM tab. There are three levels of user permissions: 

• Administrator (can view and change any configuration). 

• Read only (can display any configuration but cannot change it). 
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• Analyst (can view only analysis, alerts, and reports). 

A user who is assigned the default admin role will always have full access to APM, regardless 
of the settings in this tab. 

You can proceed analogously in editing an existing role. Assigning a role to a user is carried 
out in the form of editing a user by selecting the appropriate role in the Roles list. 

 

4.2 Action logging 

After selecting Logs from the left menu, user activities are displayed in the User activity log 
tab. Here you can track what changes to the APM configuration have been made by each user. 
The value of APM-related changes in the column Plugin is Flowmon APM. The following 
actions can occur: 

• add – <object> add ID <id> (<column>: <value>, ...) 

o adding a new object. 

• change – <object> change ID <id> (<column>: <old value> => <new 
value>) 

o changing an object. 

• delete – <object> delete ID <id> 

o deleting an object. 

• filters changed – filters changed <object> <ID> (<old values>) => 
(new values) 

o changing the object’s filtration table 

The object is a table in the database, for example, a sniffer object is a table of probes, and 
a configparser is a table of parser configuration. ID is a unique record identifier searchable in 
the database.  

Note: Changes in the values of some fields (for example, the server’s SSL key) are not 
displayed in the log for security reasons. 

  



  Flowmon APM User Guide 

Copyright © 2007 - 2022 Progress Software Corporation 47 / 50 

4.3 Configuration backup and restore 

To backup or restore the configuration, select System in the menu and select the Maintenance 
tab. After you click Save next to a Configuration file, a window appears: 

  

Specify what parts of the configuration to back up by checking the boxes. The complete 
configuration of Flowmon APM is contained in Flowmon APM – Whole configuration. Click 
Download configuration to download the configuration XML file. 

To restore the configuration, click Upload next to a Configuration file. In the dialog, select the 
configuration file stored on the computer and click Upload file. A similar window to that for 
configuration backup will appear. Select the items you want to restore and click Upload 
selected configuration. 

 

4.4 Probe configuration 

The probe itself does not include a web interface, therefore it must be configured using the 
Flowmon Configuration Center. The left FCC menu on the probe includes the APM Config item. 
If you open it, there is a small form to change settings related to connection to the central APM 
– collector. This menu item is not in the central APM.  

The Collector IP address field is used to enter the IP address of the central APM.  

You can change the settings of the ports used for communication between the probe and APM. 
In most cases, there is no need to make changes. The collector commands port designates 
the port to which the probe will be sending collector commands, and it must be identical to the 
value of global setting of the commManagerPort on the collector. By default, this port is 
20567. The Collector data port is used to transfer data between the probe and the Collector 
and its default value is 20568. The Probe port field specifies the port on which the probe listens 
to Collector commands. Subsequently, set this port as a remote probe port in the configuration 
of probes in the collector (see Chapter 3.1.1 Probes). 
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Click Show advanced configuration to view the advanced configuration. Encrypted 
communication can be disabled there. If this configuration changes, the global setting of 
encryptCommunication on the Collector must be changed as well. However, it is strongly 
recommended that you keep communication encryption enabled because its disabling allows 
anyone to eavesdrop on all communication between the probe and the Collector. 
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5 Google Chrome extension 

5.1 Prerequisites 

Before using the Chrome extension you must configure webpage’s server and application, see 
3.1.2 Servers and 3.1.3 Application. Transactions must be identified by URL path. In this case, 
transactions’ names look like: shop/cars/combi/. Your webpage must use simple links with 
the HREF attribute containing a plain URL. A valid link would look like: 
<a href="http://yourpage.com/shop/cars/">. 

5.2 Installation 

The extension can be installed through Chrome Web Store. The button with the link to Web 
Store is on the page Settings > Advanced > Browser extension. 

5.3 Configuration 

After installation you will see a new icon  in the top right corner of the browser next to the 
address bar. Right click it and then select Options from the menu. The configuration form 
opens. Specify the URL of Flowmon APM, fill in your APM login and password, and save the 
form. Now you can pick the desired application from the select list. In the last step, fill in the 
hosts of websites (including subdomains) of which you want to view metrics and split them 
with new lines. 

 

5.4 Usage 

To view metrics from Flowmon APM directly on the webpage, navigate to your site. In a 
moment, colored circles will be shown. The number in a circle is an APM index of a given link. 
When you mouse over a circle you can see all additional metrics in the top left corner of your 
browser. 
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When the    icon is clicked, a form is shown where you can set a time range and main metric 
(which is then showed in the circle). 

 

 


