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Splunk HEC script usage

Splunk configuration

The configuration of splunk is described at
https://docs.splunk.com/Documentation/Splunk/9.0.4/Data/UsetheHTTPEventCollect
or

But basically you need to add new HEC data source
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» What is the HTTP Event Collector?

> How do | setup the HTTP Event Collector?

> How do | view and configure the tokens that | can use to send data to the HTTP Event

Splunk Collector?

. _ . . »> What clients can send data to the HTTP Event Collector?
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Used for sending mabile alerts to users by role > What port and protocol does the HTTP Event Collector receive data on and how can | change
that?
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This way you would obtain the Token needed for authentication. Then if you run
multiple instances of the script you should change a CHANNEL identificatior in the
script

CHANNEL="¢

This is one randomly generated and needs to be unigue so you can use a service
like https://www.uuidgenerator.net/version4 to get one in correct format.

Once everything is correct you should receive these as httpevent
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How to parse those isn’t part of this document but this is something expected to be
know to the splunk administrators.
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